Job Title: Cybersecurity Specialist

Location: Fort Meade, MD (on-site)

Type: Full-time / Salaried Exempt

Salary Range: $120,000 - $130,000 (commensurate with experience

Requirements:
U.S. Citizen

o Active/recent U.S. government Top Secret security clearance
e Minimum 5 years of server or network administration experience, preferably within a DoD facility
e Microsoft and/or Cisco certification
e CompTIA CySA+ or CASP+ certification
Desired:

e Proficiency with RMF, eMASS, ACAS, ATCTS, MECM, Nessus, and Active Directory

Job Description:

Maintain ACAS scanning solutions on unclassified and classified networks.

Generate reports from ACAS scanning data to assist in securing both networks.

Use PowerShell scripting to automate tasks and create tools for improving efficiency.

Work within eMASS to support RMF auditing.

Work using ACAS scanning data to identify vulnerabilities and work to remediate them.

Write supporting documentation logging and reporting vulnerabilities on both networks.

Maintain documentation related to system security plans, lifecycle management, continuous monitoring
plans, security assessment plans, security assessment reporting, risk assessment.

e Provide IT security engineering support and guidance related to DoD and Army cyber compliance.

Benefits:
¢ Medical, Dental, Vision
Short- and Long-term Disability
Whole and Term Life Insurance
Aflac Supplemental Coverage
Legal Assistance
Paid Vacation, Sick Leave, Bereavement, Jury Duty, Military Duty
401(k)

Clearance:

Selected candidates will be subject to a government security investigation and must meet eligibility requirements
for access to classified information. Hire dates are dependent upon the issuance of an interim or final
government security clearance.

Background Check:
Offers are contingent upon successful completion of professional reference checks, employment history
verification, and background screening.

GStek, Inc. is proud to be an Affirmative Action/Equal Opportunity employer. All qualified applicants will receive
equal consideration for employment. GStek encourages veterans, disabled veterans, and disabled individuals to
apply for any open position for which they feel they are qualified.

EOE Veteran/Disabled



